Listing of the Claims: 

The listing of the claims below replaces all previous listings of the claims. 

1 . (Currently Amended) A storage system d e v i c e for contro lli ng acc e ss to a 




comprising: 

a removable storage device configured to communication with a host device over 
a universal serial bus (USB), the removable storage device comprising: 

a flash memory for storing at least one permission for determining access 
to the flash memory: 

(a) an i nput a biometric interface for receiving a request to access the 
r e sourc e flash memory ; 

(b) a flash memory device for stor i ng at l oast ono porm i ss i on for 
determ i n i ng accooo to tho rooourco; 

(c) a flash m e mory control le r for contro l l i ng sa i d flash m e mory d e v i c e ; 

(d) a processor for executing saM at least one instruction and for 
comparing said request to said at least one permission without assistance from 
an operating system of the host device , such that if said at least one permission 
includes a type of access requested in said request, access to the rooourco flash 
memory is provided, and alternatively if said at least one permission does not 
include a type of access requested in said request, access to the resource flash 
memory is not provided; and 

(e) a USB interface controller for communicating with the USB bus of the 
host device and, if permitted, for transmitting data from said processor. 

2. (Cancelled). 

3. (Cancelled). 




b ei ng prov i d e d through a host d e v i c e hav i ng a USB bus, th e d e vice 
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4. (Currently Amended) The storage system of claim 1 . d e v i c e of c l a i m 3, wherein 
said biometric interface d e t e ct i on d e v i c e furth e r comprises: 

(i) a sample collector for collecting a sai^ biological parameter of a the user, i 

( 11 ) a softwar e modu le for ana l yz i ng sa i d b i o l og i ca l param e t e r to d e t e rm i n e 
whether tho user has sa i d at l east one perm i ss i on to accoss tho rooourco. 

5. (Cancelled). 

6. (Currently Amended) The storage system d e v i c e of claim 4^ §7 wherein said 
biological parameter of the user is a fingerprint of the user. 

7. (Currently Amended) The storage system dev i ce of claim 1 , further comprising: 
(^) a RAM component for storing data for performing said at least one instruction 

of said data processor. 

8. (Currently Amended) The storage system d e v i c e of claim 1 , further comprising: 
{f) a cryptographic chip for encrypting and decrypting data. 

9. (Currently Amended) The storage system d e v i c e of claim 8, wherein said 
cryptographic chip performs an authentication process. 

1 0. (Currently Amended) The storage system d e v i c e of claim 8, wherein said 
cryptographic chip emulates a smart card. 

1 1 . (Currently Amended) The storage system dev i ce of claim 1 0, wherein said 
cryptographic chip stores encrypted smart card data. 

1 2. (Currently Amended) The storage system d e v i c e of claim 8, wherein said 
cryptographic chip performs encryption immediately upon receiving a command from 
said data processor. 
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1 3. (Currently Amended) The storage system device of claim 1 2, wherein said 
cryptographic chip creates a cryptographic signature with a hash immediately upon 
receiving a command from said data processor. 

14. (Currently Amended) The storage system deviee of claim 8, wherein said 
cryptographic chip further comprises a cryptographic chip memory for storing at least 
one cryptographic key and at least one cryptographic instruction for encrypting and 
decrypting data, such that said cryptographic chip forms a removable encryption engine. 

1 5. (Currently Amended) The storage system dev i c e of claim 1 4, wherein said 
encrypted data is stored on said cryptographic chip memory. 

16. (Currently Amended) The storage system device of claim 1 5, wherein said 
cryptographic chip memory is a separate flash memory device from said flash memory 
device. 

1 7. (Currently Amended) The storage system d e v i c e of claim 1 5, wherein said 
cryptographic chip memory is said flash memory device. 

18-50. (Canceled). 
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